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Why SRB?

* In June 2008, IRODS lacked
- Full GSI Authentication
- Federation
* Now migrating to IRODS 2.0
- Supports both GSI and federation
- Open-sourced

- Microservices and Rules Engine
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Migration

» Modified migration script handles:
- Users
- SRB Objects and Collections
Metadata

- Groups
* Does not migrate
- Permissions

- User DNs
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Migration

* Moving other processes from SRB to IRODS
- Automatic account creation
- Usage statistics

- User sync
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Automatic Account (SRB)

Checks MCAT for user
with the same DN

‘\

' >
P"“F,

If no account matches,

User attempts to calls external scripts to
login with a valid generate account
certificate
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Automatic Accounts (IRODS)

5. The server retrieves new username
from script output (or query ICAT by DN)

and logs in
1. Client connects 2. Fires the rule if the 4. CreateUser
using a certificate DN is unknown generates a new
account

acGetUserByDN >

3. Executes external
script (CreateUser)
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Shibboleth & SLCS

2. Forwards user to
institution's Shibboleth
login page

<€

4. Forwards
result back to
SLCS server

3. User enters
IdP username
and password
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1. Connects tp
SLCS server
select IdP

5. (If valid)
Creates a
certificate and
sends it back to
the user
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Usage Scripts (SRB)

Each zone runs a
<= == _ script daily that will
o= query MCAT for
usage info

\

Uploads usage XM X
file to a central
location in SRB

/
—~—————>

—

I
/

|

|

|

I

I

,' /I Use Scommands to collect
1 _+ users and resource info,

then ingest XML data into

DB
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Usage Scripts (IRODS)

Each zone runs a
script daily that will
qguery ICAT for
usage info

Uploads usage XM . .
file to a central y y

location in SRB \/

Ingests XML data into DB
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status.arcs.org.au

Services | ARCS Crid Operations Center

Kl'_lv

Done

parcs

¢

/I‘ @ http://status.arcs.org.au/services/7 /

Overview Services Hosts Sites Usage

Home » Services » Data Fabric

Data Fabric

>

* Google

ARCS  Wiki

Metrics

SRB Used space

used space (MBs)

0

Hosts

Hostname
I srb.ac3.edu.au
srb.dc.apac.edu.au

Used space (yesterday)
11590 MB

31721 MB

2145 MB

3454343 MB

3728 MB

1575 MB

11075 MB

srb.hpcu.ug.edu.au
srb.ivec.org
srb.tpac.org.au
srb.vpac.org
srb.sapac.edu.au

Pauline Mak

srb.ac3.edu.au

rb.hpcu.ug.edu.au
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Migration — Zone sync

* We only sync users
« SRB

- Szonesync: executed hourly

- Federation can lag for up to an hour
* IRODS

- Executing rules immediately when a user is
added
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Davis

WebDAV
Supports SRB and IRODS

Browser and client mode

Supports Shibboleth

Multi-threaded and resumable downloads

Simplifies access
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Davis Architecture

Pauline Mak

Server
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Davis — Modes

Davis - /srb.vpac.org/home/paulinemak.srb.vpac.org

* Google Q

DataServices - syste.. davis - Trac commons-vfs—-grid ... jargon-ext - davis - .. National Committee f... macddap - Trac

- (’J '/;\ Q https://srb.vpac.org/~ = W | e |G'

DataServices - syste..

/srb.vpac.org/home/paulinemak.srb.vpac.org
srb:/ /paulinemak.srb.vpac.org@srb.vpac.org:5544/srb.vpac.org/home/paulinemak.srb.vpac.org
Last modified on Wed, 28 Jan 2009 10:26:25 GMT.

Parent

Total 1,706,664 bytes (1,667 KB).
4 objects (0 directories, 4 files):

._IRODS_Workshop.ppt 4 KB Wed, 28 Jan 2009 10:26:25 GMT M ]
- - application/vnd. ms-powerpeint

._ MARCS.tiff 4 KB Wed, 28 Jan 2009 10:28:30 GMT
- Image/tiff

O

iRODS_Workshop.ppt 1,059 KB Wed, 2B Jan 2005 10:33:48 GMT M P o
application/vnd. ms-powerpolnt

DEVICES

MARCS.tIff 600 KB Wed, 28 Jan 2009 10:25:22 GMT M P )
=] Macintosh HD

Image, tiff

PLACES

I Deskrop
f.\_r pmak

| Documents
|l srec

[ trunk

] apache-tomcat...

iIRODS_Workshop.ppt
Microsoft PowerPoint document

MName & Dare Modified
SEARCH FOR " IROD5_Workshop.ppt Today, 9:33 PM
MARCS. tiff Today, 9:29 PM

2 items e
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Davis - Permissions

ane Davis - /srb.vpac.org/home/paulinemak.srb.vpac.org
{ri‘ @ /J_‘ Ghttps:”srh.vpac.urgfw By v | -* Google CL
DataServices - syste... DataServices - syste.. davis - Trac commons-vfs-grid .. jargon-ext - davis - ... MNational Committee f.. macddap - Trac
/srb.vpac.org/home/paulinemak.srb.vpac.org
srb://paulinemak.srb.vpac.org@srb.vpac.org:5544/srb.vpac.org/home/paulinemak.srb.vpac.org
Last modified on Wed, 28 Jan 2009 10:26:25 GMT.
Parent
Total 1,706,664 bytes (1,667 KB).
4 -
Permissions X
| |Usemame Domain Permission Domain stbdev.vpac.org |~
| | paulinemak srb.vpac.org all Username | -
- deborahgardiner
hund : .edu. d
i shunde ngspare.sapac.edu.au rea Permission f
Recursive graham
M Appl C | | |arahamjenkins
PRy ance | T
josephantony
paulinemak
srbAdmin
sridhar
vladimirmenal
srb.vpac.org (5§ ; y
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Davis - Metadata

OO0

Davis - /srb.vpac.org/home/paulinemak.srb.vpac.org

ﬁ: T @ ﬁ_‘ e https://srb.vpac.org/~

Gy v | * Google

bty O

DataServices — syste.. DataServices — syste..

davis - Trac commons-vfs-grid ... jargon-ext - davis - ...

Mational Committee f...

macddap - Trac

/srb.vpac.org/home/paulinemak.srb.vpac.org
srb:/ fpaulinemak.srb.vpac.org@srb.vpac.org:5544 fsrb.vpac.org/home/paulinemak.srb.vpac.org

Last modified on Wed, 28 Jan 2009 10:2

Parent

Total 1,706,664 bytes (1,667 KB).
4 objects (0 directories, 4 files):

Metadata

o

Refresh | Add Metadata | Remove Metadata | Save | Cancel |

Name Value -

._IRODS_Workshop.ppt 4 KB :l;:-i:-?llt Last modified date 28/1/2009
. MARCS.tiff 4 KB Wed,

Imag
iRODS_Workshop.ppt 1,059 KB Wed,

applig
MARCS. tiff 600 KB Wed,

Imag
Done srb.vpac.org (5 *‘ y

arcs
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Hermes/commons-vfs-grid

 Originally from JCU (ARCHER project) — Mathew
Wyatt

 Commons-vfs

- local, SFTP, WebDAV

« Commons-vfs-grid:

- grid-related protocols

- GridFTP contributed by David Meredith
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Hermes Architecture

' Local  SLCS+ | | |
§ Shib MyProxy @ - k=i e ;

Y\V o Protocol specific libraries |

.
-

____________________________________________
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ermes — Browser

Hermes VFS Browser

‘@ gsiftp://ngdata.hpcu.uqg.edu.au/home/grid-apac 5 &

> = Local System | Filename Last Mo @) $) GSI Proxy Manager
¥ =¥ Remote Conmi .-
B ARCS Data ® C_AU_O_APACGrid_OU_QCIF_CN_David_Green

30709/ Create/retrieve proxy

g @ DC_au_DC_org_DC_arcs_DC_slcs_O_ARCS_OpenldP_CN... 28/09/ Shibboleth
H rhdev.sf. ® DC_au_DC_org_DC_arcs_DC_slcs_O_ARCS_OpenldP_CN... 03/10/ —
© Shortcuts davis_L.uiff 28/01f Your IDP: | = N Refresh

ScienceDirectTest

o senan@ETCE | |

‘ @ Fasswol TestFed OpenldP 2 w
e The University of Auckland
b &= Local System ‘ The University of Melbourne [I
v ¥ Remote Conr The University of Queensland
= - UniSA A
= CS - _ University of Canterbury b
& srbdev.sf.

Add VOMS attributes to proxy
@ Shortcuts
Please choose the VO you want to use:

Status of current proxy

Identity No valid proxy

Establishing connection to ARCS Authenticated No
‘ Time remaining None
VO membership None
 —
[ Cancel )
Establishing connection to ARCS Data Fabric « Transfers and Connections Active B —

" - ~
-
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Hermes - Permission

‘D00 Hermes VFS Browser
,{ﬁ. @ srb:/ /paulinemak.srb.tpac.org.au@srb.tpac.org.au/srb.tpac.org.au/home/paulinemak.srb.tpac.org.au/workshop "3 _;
p & Local System Filename | Last Modified | Size | Permissions || Attribute | value |
¥ =¥ Remote Connections C
8 ARCS Dara Fabric | data_fabric.gif 29/01/200... 9 KB w I
=] ua datafabric.jpg 29/017200... 27 KB w
H orhdev.sf.utas.edu.a davis_1.tiff 29/01/200... 422 KB w
o SP;ortcuts o o Etap_Hotel_ Search results.pdf 29/01/200... 78 KB n
iRODS_Workshop.ppt 29/01/200... 992 KB 10
irods2.0.1.tgz 29/01/200...6 MB 10
iRODS workshop @ CC-IN2P3 (02-05 Fe...29/01/200... 71 KB w -
MARCS.jpg 29/01/200 139 KR W . v
MARCS.tiff 29/01/20| Change Permission No item selected.
MARCSLXd. 29/01/20 Username: ‘shunde | E__m" |Property Value
metadata.tiff 297017201 srb.tpac.org.au
ncrislogo.gif 29/01/20| pomain: srb.sapac.edu.al srb.tpac.org.au
nerislogo.jpg 297017201 o e m— ain
newz.jpg 29/01/20) Permission: read v srb.sf.utas.edu.au v
newz.xcf 297017201 R 0
e, - 0/ 01/ 20
outline.xcf 29/01/200 Sticky: —
permission.tiff 29/01/20
ph24.gif 29/01/20 m -Cancel
STA Travel Booking Confirmation.pdf 29/01/20i - -
Travel_approval_notes_final-1.doc 29/01/200... 90 KB W '|'
Loaded file contents for workshop %= Transfers and Connections ldle Y
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Hermes - Metadata

S

Hermes VFS Browser

.{t @ srb://paulinemak.srb.tpac.org.au@srb.tpac.org.au/srb.tpac.org.au/home/paulinemak.srb.tpac.org.au/workshop ’- _:
» = Local System Filename Last Modified | Size Permissions Attribute value
¥ o Remate Connections description outline of Australia ~
B ARCS Data Fabric data_fabric.gif 29/01/200...9 KB w Sl o/ /www.ga.gov.au/ map/ |
o ua datafabric.jpg 29/01/200... 27 KB w
H crbdey.of utas.edu.a davis_1.tiff 29/01/200... 422 KB w
© Shortcuts Etap_Hotel_ Search results.pdf 29/01/200... 78 KB w
IRODS_Workshop.ppt 29/01/200... 992 KB w
irods2.0.1.tgz 29/01/200...6 MB w |
iRODS workshop @ CC-IN2P3 (02-05 Fe...29/01/200... 71 KB w A
MARCS.jpg 29/01/200... 139 KB w v
MAR C5. tiff 29/01/200... 600 KB w outline.gif
MARCS. xcf 29/01/200... 680 KB w — ———
metadata.tiff 29/01/200... 134 KB w Host srb.tpac.org.au
nerislogo.gif 29/01/200... 7 KB w Fone srb.tpac.org.au
nerislogo.jpg 29/01/200... 19 KB rw Domain
newz.jpg 29/01/200...9 KB nw srb.sf.utas.edu.au v
newz.xcf 29/01/200... 12 KB nw
e, 0 / 01/200... 4 KB w
outline. xcf 29/01/200... 70 KB w
permission.tiff 29/01/200... 134 KB w
ph24.gif 29/01/200...3 KB w
STA Travel Booking Confirmation.pdf 29/01/200... 97 KB w
Travel_approval_notes_final-1.doc 29/01/200... 90 KB w

outline.gif selected
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Hermes — metadata search

‘000 Hermes VFS Browser
aG >0 3
» & Local System Filename | Last Modified | Size | Permissions || Attribute | value |
¥ ¥ Remote Connections - __O
n_ ARCS Data Fabric data_fabr’ic.gif 29}'01}'20‘0... 9 KB W
H g Newz.jpg 29/01/200...9 KB w
M srhdev.sf.utas.edu.a
& Shortcuts
a0 0 Advanced MCAT Query =
Attribute | Comparator | Value | 1
| LIKE Rafdata fabric RN
| 1 OF
| = =
[ =
[ =
i e .
[ = v
[ =
[ = !
i ke 1
I [ | -
I: Search :J I:: Close )
P
newz.jpg selected %4 Transfers and Connections Idle y
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Questions?
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Links

 http://www.arcs.org.au (ARCS)

 http://www.tpac.org.au (TPAC)

 http://projects.arcs.org.au/trac/davis/ (Davis)

 http://projects.arcs.org.au/trac/commons-vfs-grid/
(Hermes)

http://projects.arcs.org.au/trac/systems/wiki/DataS
ervices/SRB

http://projects.arcs.org.au/trac/systems/wiki/DataS
ervices/IRODS
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http://www.arcs.org.au
http://www.tpac.org.au
http://projects.arcs.org.au/trac/davis/
http://projects.arcs.org.au/trac/commons-vfs-grid/
http://projects.arcs.org.au/trac/commons-vfs-grid/
http://projects.arcs.org.au/trac/commons-vfs-grid/
http://projects.arcs.org.au/trac/commons-vfs-grid/
http://projects.arcs.org.au/trac/commons-vfs-grid/
http://projects.arcs.org.au/trac/systems/wiki/DataServices/SRB
http://projects.arcs.org.au/trac/systems/wiki/DataServices/SRB
http://projects.arcs.org.au/trac/systems/wiki/DataServices/iRODS
http://projects.arcs.org.au/trac/systems/wiki/DataServices/iRODS

