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iRODS	   is	   the	   underlying	   technology	   for	   the	   world’s	  
preeminent	  genomic	  research	  ins:tutes.	  iRODS	  is	  an	  infinitely	  
configurable	  data	  janitor.	  iRODS	  is	  the	  kind	  of	  technology	  you	  
need	   to	   host	   everyone’s	   unstructured	   data.	   iRODS	   is	   a	  
powerful	   data	   migra:on	   tool.	   iRODS	   is	   the	   technology	   that	  
underpins	  the	  iPlant	  Data	  Store.	  iRODS	  is	  a	  data	  preserva:on	  
technology.	  iRODS	  is	  a	  fundamental	  technology	  for	  CineGrid.	  
iRODS	  is	  a	  tool	  for	  providing	  fine-‐grained	  privacy	  and	  security	  
controls.	   iRODS	   is	   extensible:	   iRODS	   has	   command-‐line	  
clients,	  APIs	  for	  numerous	  programming	  languages,	  and	  web	  
clients.	   iRODS	   supports	   new	   plug-‐ins	   for	   storage	   resources,	  
authen:ca:on	  mechanisms,	  microservices,	  and	  network	  prot	  

What is iRODS? 

iRODS is open source data grid middleware that implements… 
•  Data Virtualization 
•  Automation of Data Operations 
•  A Robust Metadata Catalog 
•  Data Management Policy Enforcement and Compliance 

Verification 
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What Can iRODS Do? 

For Data Center Managers, iRODS simplifies data grid 
management. 

3 

Data	  on	  different	  storage	  
devices	  at	  different	  loca:ons	  
can	  be	  centrally	  managed.	  

In	  situ	  migra:on	  to	  new	  
hardware	  can	  be	  managed	  by	  
replica:ng	  the	  legacy	  resource	  
before	  repurposing	  or	  	  
decommissioning	  it.	  

Backup	  and	  archiving	  are	  
transparent	  to	  the	  user	  and	  
highly	  configurable	  using	  the	  
automa:on	  and	  metadata	  
capabili:es	  in	  iRODS.	  

BnF	  (2008)	  



What Can iRODS Do? 

For Users, iRODS simplifies data discovery, data validation, 
and data processing. 
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User-‐defined	  and	  intrinsic	  
metadata	  make	  stored	  data	  
searchable.	  

Valida:on	  and	  analy:cal	  tools	  can	  be	  automated	  to	  process	  
incoming	  data.	  
	  
The	  results	  and	  process	  steps	  can	  be	  stored	  in	  the	  iCAT	  
metadata	  catalog.	  	  
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What Can iRODS Do? 
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•  Data at scale 

•  Large number of users 

•  Complex management 
tasks 

•  Critical policy 
enforcement 

Data Preservation – 
Digital Archives 

Data 
Maintenance 

Data  
Curation –  

Digital Libraries 

Data 
Virtualization 

Automated 
Data 

Processing 

Policy 
Enforcement 

Distributed Data 
Management 

Data Sharing and 
Access 

Data Protection 
and Security 



iRODS History 

•  SRB: initial product begun by DICE, 1997 at the San Diego 
Supercomputer Center, UCSD and General Atomics 

•  iRODS: rewrite of SRB by DICE in 2006; current version: iRODS 
3.3.1 

•  Very close interaction with worldwide user communities who 
drive development 

•  Enterprise iRODS (e-iRODS): mission critical distribution co-
developed by RENCI and DICE in 2012 

•  iRODS 4.0: merge of the iRODS and e-iRODS codes by iRODS 
Consortium to form a common core and full deployment of plug-
in architecture 
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iRODS	   is	   the	   underlying	   technology	   for	   the	   world’s	  
preeminent	  genomic	  research	  ins:tutes.	  iRODS	  is	  an	  infinitely	  
configurable	  data	  janitor.	  iRODS	  is	  the	  kind	  of	  technology	  you	  
need	   to	   host	   everyone’s	   unstructured	   data.	   iRODS	   is	   a	  
powerful	   data	   migra:on	   tool.	   iRODS	   is	   the	   technology	   that	  
underpins	  the	  iPlant	  Data	  Store.	  iRODS	  is	  a	  data	  preserva:on	  
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clients,	  APIs	  for	  numerous	  programming	  languages,	  and	  web	  
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What is iRODS? 

iRODS is open source data grid middleware that implements… 
•  Data Virtualization 
•  Automation of Data Operations 
•  A Robust Metadata Catalog 
•  Data Management Policy Enforcement and Compliance 

Verification 
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iRODS is Open Source 
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The	  iRODS	  Consor:um	  exists	  to	  ensure	  the	  sustainability	  of	  iRODS	  by:	  
•  Ensuring	  that	  iRODS	  source	  code	  remains	  freely	  available	  for	  use	  and	  modifica:on.	  
•  Promo:ng	  the	  adapta:on	  of	  iRODS	  to	  a	  variety	  of	  hardware	  and	  soXware	  plaYorms.	  
•  Suppor:ng	  con:nued	  development	  of	  core	  iRODS	  features.	  
•  Facilita:ng	  interac:on	  among	  members	  of	  the	  iRODS	  developer	  community.	  
•  Providing	  a	  forum	  for	  key	  stakeholders	  to	  guide	  ongoing	  development	  of	  iRODS.	  

iRODS is open source data grid middleware that implements… 
•  Data Virtualization 
•  Automation of Data Operations 
•  A Robust Metadata Catalog 
•  Data Management Policy Enforcement and Compliance 

Verification 



iRODS is Middleware 
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Operating System 

Filesystem 

Applications/Users 

iRODS Data Grid 

(Heterogeneous) Storage Systems 

	  
iRODS Middleware Layer 

-  abstracts out the low-level I/O 

-  provides a uniform interface to 
heterogeneous storage systems 
(POSIX and non-POSIX) 

iRODS	  lets	  system	  administrators	  roll	  out	  an	  
extensible	  data	  grid	  without	  changing	  their	  
infrastructure.	  
	  
Data	  is	  accessed	  using	  familiar	  APIs.	  

mid�dle�ware	  `midl,we(ə)r	  

noun	  soXware	  that	  acts	  as	  a	  
bridge	  between	  an	  
opera:ng	  system	  or	  
database	  and	  applica:ons,	  
especially	  on	  a	  network	  

iRODS is open source data grid middleware that implements… 
•  Data Virtualization 
•  Automation of Data Operations 
•  A Robust Metadata Catalog 
•  Data Management Policy Enforcement and Compliance 

Verification 



Data Virtualization across Devices 
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iRODS	  presents	  heterogeneous	  storage	  
systems	  in	  a	  consistent,	  familiar	  format.	  
	  
Objects,	  SQL	  Queries,	  URLs	  all	  accessed	  
like	  regular	  files.	  
	  
Unified	  access.	  Unified	  control.	  

iRODS is open source data grid middleware that implements… 
•  Data Virtualization 
•  Automation of Data Operations 
•  A Robust Metadata Catalog 
•  Data Management Policy Enforcement and Compliance 

Verification 
iRODS 
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Local 
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Data Virtualization across Grids 
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Boston Chicago RTP System 1 RTP System 2 London 

iRODS Data Grid 

iRODS	  presents	  centralizes	  distributed	  storage	  systems	  under	  a	  unified	  namespace.	  
	  
Administrators	  can	  control	  how	  the	  grid	  is	  presented	  to	  users	  and	  implement	  replica:on,	  
load-‐distribu:on,	  and	  archiving	  policies	  that	  are	  completely	  transparent	  to	  the	  user.	  
	  
Independent	  grids	  can	  be	  federated	  with	  one	  another	  to	  allow	  controlled	  access	  to	  remote	  
grids	  or	  grids	  operated	  by	  separate	  workgroups.	  

iRODS is open source data grid middleware that implements… 
•  Data Virtualization 
•  Automation of Data Operations 
•  A Robust Metadata Catalog 
•  Data Management Policy Enforcement and Compliance 

Verification 

iRODS Data Grid 
Federation 



Automation of Data Operations 
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With	  iRODS,	  any	  agent	  can	  ini:ate	  any	  ac4on	  upon	  any	  trigger.	  
	  
This	  powerful	  capability	  allows	  administrators	  to	  automate	  policies	  
such	  as:	  
•  Valida:ng	  checksums	  every	  :me	  a	  new	  file	  is	  placed	  in	  a	  folder.	  
•  Backing	  up	  a	  set	  of	  files	  every	  second	  Thursday.	  
•  Archiving	  data	  that	  hasn’t	  been	  accessed	  in	  over	  1	  month.	  
•  Logging	  each	  :me	  a	  file	  is	  replicated	  or	  destroyed.	  	  
•  Permi_ng	  a	  file	  to	  be	  accessed	  by	  mul:ple	  independently	  

defined	  user	  groups.	  

These	  opera:ons	  can	  be	  distributed	  to	  the	  storage	  resource	  or	  client.	  

iRODS is open source data grid middleware that implements… 
•  Data Virtualization 
•  Automation of Data Operations 
•  A Robust Metadata Catalog 
•  Data Management Policy Enforcement and Compliance 

Verification 



A Robust Metadata Catalog 
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Every	  iRODS	  data	  grid	  also	  has	  a	  metadata	  catalog,	  called	  the	  iCAT.	  
The	  iCAT	  is	  used	  by	  iRODS	  to	  locate	  data,	  manage	  provenance,	  and	  to	  
enable	  automa:on	  and	  access	  control.	  
	  
The	  iCAT	  also	  permits	  user-‐defined	  metadata.	  Altogether,	  this	  
metadata	  supports:	  
•  Data	  discovery	  based	  on	  parameters	  such	  as	  user-‐defined	  tags,	  

modifica:on	  date,	  outcomes	  of	  automa:on	  ac:vity.	  
•  Capturing	  workflows	  as	  raw	  data	  is	  processed	  and	  used.	  
•  Automa:on	  and	  access	  control	  policies.	  

	  
iCAT	  DB	  

Boston Chicago RTP System 1 RTP System 2 London 

iRODS Data Grid 

Example Metadata: 

Logical Name (iRODS path):  

/RDDept/LabX/Flow/Study1 
 
Physical Name (Unix path):  

/London/var1/proj/labx/stuff 
 

Lab PI:  Jane Doe 
Date:  12/1/2010 

Time:  01:45:12 
 
Title: 

Proliferation optimization studies 
 

Data Source:  Flow Cytometer 
Assay Conditions:  Data captured 
… 
	  

iRODS is open source data grid middleware that implements… 
•  Data Virtualization 
•  Automation of Data Operations 
•  A Robust Metadata Catalog 
•  Data Management Policy Enforcement and Compliance 

Verification 



Policy Enforcement and Compliance 
Verifications 
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With	  its	  metadata	  catalog	  and	  automa:on	  
capabili:es,	  iRODS	  presents	  the	  infrastructure	  to	  
enforce	  mandated	  data	  management	  policies,	  such	  
as	  those	  for	  records	  reten:on	  and	  privacy	  
protec:on.	  
	  
Audit	  trails	  generated	  by	  iRODS	  can	  be	  used	  to	  
verify	  compliance	  with	  policy.	  
	  

iRODS is open source data grid middleware that implements… 
•  Data Virtualization 
•  Automation of Data Operations 
•  A Robust Metadata Catalog 
•  Data Management Policy Enforcement and Compliance 

Verification 



iRODS is Extensible 
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Databases	  

Network	  
Services	  

Authen:ca:on	  
Mechanisms	  

Storage	  
Resources	  

	  
	  
	  

Coordina:ng	  
Resources	  

	  
	  

Microservices	  

Command	  Line	  Client	  

Web	  Client	  

Integrated	  Custom	  
Client	   Familiar	  APIs	  

iRODS	  has	  a	  pluggable	  architecture.	  

Exis:ng	  plug-‐ins	  support	  a	  variety	  of	  hardware,	  communica:on	  
technologies,	  database	  technologies,	  and	  storage	  topologies.	  
Templates	  are	  available	  for	  new,	  custom	  plug-‐ins.	  

Command	  line,	  web	  clients,	  and	  numerous	  other	  clients	  are	  
available	  for	  iRODS.	  Generic	  APIs	  allow	  developers	  to	  build	  
efficient	  access	  to	  iRODS	  in	  to	  their	  soXware.	  



Who Uses iRODS? 

•  Federal Users 
–  National Aeronautics and Space 

Administration (NASA) 
–  National Oceanic and 

Atmospheric Administration 
(NOAA) 

–  National Optical Astronomy 
Observatory (NOAO) 

–  US Geological Survey (USGS) 

•  Resellers/Redeployers 
–  DataDirect Networks 
–  Distributed Bio 
–  Computer Sciences Corporation 

(CSC) 
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•  Commercial Users 
–  DOW Chemical 
–  Beijing Genome Institute 

•  Research Institutions 
–  Broad Institute 
–  International Neuroinformatics 

Coordinating Facilities (INCF) 
–  Wellcome Trust Sanger Institute 
–  Computer Center of the French 

National Institute of Nuclear 
and Particle Physics (CC-IN2P3) 

–  CineGRID 

•  Hundreds of academic 
institutions worldwide host 
thousands of users on their 
iRODS data grids 



iRODS – Proven at Scale 

•  iPlant: 15,000 users on an iRODS data grid with 100 million 
files 

•  IN2P3: over 6 PB of data managed by iRODS 

•  Sanger Institute: 20+ PB of iRODS data 

•  NASA Center for Climate Simulations: 300 million metadata 
attributes 

•  CineGRID: sites distributed across Japan-US-Europe 
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iRODS Sustainability 

•  iRODS Technology funded thru government 
grants over 15+ years 

•  How to provide sustainability as government 
funding winds down? 

•  Our answer is the iRODS Consortium 
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iRODS Consortium 

•  Provide for long term sustainability, support, 
development, & use of iRODS technology 

 
•  Run by RENCI, part of UNC-CH 
 
•  Funded by Membership and by RENCI 
 
•  Current members: RENCI, DICE, Max Planck, 

Sanger, DDN, EMC 
 

19 



Consortium Organization 
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Benefits of Membership 

•  Contribute to Sustainability of iRODS 
 
•  Integral part of iRODS community 
 
•  Prioritized service & support 
 
•  Voting rights on iRODS technical and consortium 

direction 
 
•  Enhance the growth of the use of iRODS 

technology 
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Membership Levels 

•  General     $10K/yr 
–  Committee Participation 
–  Event Participation 
–  10 hr/yr 

 
•  Professional    $35K/yr 

–  Planning Committee voting rights 
–  Release Roadmap voting rights 
–  Hosting, marketing, mailing list rights 
–  40 hr/yr 

 
•  Sustaining    $75K/yr 

–  Executive Board voting rights 
–  80 hr/yr 

 
•  Premier     $150K/yr 

–  300 hr/yr 
–  Hosting rights 
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Recent History 

•  Currently focused on member recruitment and raising 
awareness of iRODS and the Consortium. 

 
•  Fall 2013: Exec director hired 

 
•  Nov 2013: first paying member 
 
•  March 2014: iRODS 4.0, the first Consortium iRODS release. 

•  May 2014: Tech sales manager hired 

•  Current Staff: 
–  Admin: exec director, project manager, RENCI 
–  Tech: chief technologist, four developers 
–  Marketing/sales: tech sales manager 
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