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SURF Yoda Service

management platform, built on iRODS.

Yoda helps researchers: 9 I

e Store research data securely

5‘% Yoda is SURF's research data
[

e Share data with collaborators
* Control access and permissions 9
* Manage metadata and provenance

* Preserve data for the long term
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| Auditing

Compliance

Mandated by ISO27002 to support a
high level of confidentiality and
integrity

Observability

Incident Investigation

Verifying malicious attacks and data
leaks

Usage statistics

Reporting who has done what when

We must ensure that our
services remain secure,
trustworthy, and compliant
with institutional and
regulatory requirements.
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| iRODS Audit Plugin

Captures important events and user actions within iRODS as Provides structured audit records for operations such as data
they happen. access, metadata changes, and administrative activities.

Does not capture "actions", but events associated to policy These are a very fine-grained set of events happening for any
enforcement points (PEPs) action, more than 160,
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| Yoda Auditing Architecture

©

Audit Plugin

Each PEP sends a
message to the
RabbitMQ message
broker

3,

RabbitMQ

AMQP ver 1.0
messages

Logstash

Filters and sends logs
to OpenSearch

Filebeat

Transfers the log files to
Logstash

Y

Converter

Filters and writes
messages into log files.

OpenSearch

Grafana
Dashboard

A



| Huge Influx of
Messages:

Problems:

* filter messages in order to keep relevant messages

* Reduce the log file size and message traffic

The process of finding relevant
peps:
1. Check all the messages

2. Look for the presence of indented info (who,
when, what)

Inside an iCommand
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hase_gen_query_post

_stat_pos
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pep_resource_open_pre
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pep_resource_read_post
audit_pep_resource_close_pre
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pep_auth_agent_start_pre
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_database_close_post
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| iRODS Policy Plugin

iput

RPC API

audit_pep_auth_agent_auth_request_post
audit_pep_auth_agent_auth_request_pre
audit_pep_auth_agent_auth_response_post
audit_pep_auth_agent_auth_response_pre
audit_pep_auth_agent_start_post
audit_pep_auth_agent_start_pre
audit_pep_auth_request_post
audit_pep_auth_request_pre
audit_pep_auth_response_post
audit_pep_auth_response_pre
audit_pep_data_obj_put_post
audit_pep_data_obj_put_pre
audit_pep_database_check_auth_post
audit_pep_database_check_auth_pre
audit_pep_database_close_post
audit_pep_database_close_pre
audit_pep_database_gen_query_access_control_setup_post
audit_pep_database_gen_query_access_control_setup_pre
audit_pep_database_gen_query_post
audit_pep_database_gen_query_pre
audit_pep_database_get_rcs_post
audit_pep_database_get_rcs_pre
audit_pep_database_mod_data_obj_meta_post
audit_pep_database_mod_data_obj_meta_pre
audit_pep_database_open_post
audit_pep_database_open_pre
audit_pep_database_reg_data_obj_post
audit_pep_database_reg_data_obj_pre
audit_pep_exec_microservice_post
audit_pep_exec_microservice_pre
audit_pep_exec_rule_post
audit_pep_exec_rule_pre
audit_pep_network_agent_start_post
audit_pep_network_agent_start_pre
audit_pep_network_agent_stop_post
audit_pep_network_agent_stop_pre
audit_pep_network_read_body_post
audit_pep_network_read_body_pre
audit_pep_network_read_header_post
audit_pep_network_read_header_pre
audit_pep_network_write_body_post
audit_pep_network_write_body_pre
audit_pep_network_write_header_post
audit_pep_network_write_header_pre
audit_pep_obj_stat_post
audit_pep_obj_stat_pre
audit_pep_resource_close_post
audit_pep_resource_close_pre
audit_pep_resource_create_post
audit_pep_resource_create_pre
audit_pep_resource_modified_post
audit_pep_resource_modified_pre
audit_pep_resource_registered_post
audit_pep_resource_registered_pre
audit_pep_resource_resolve_hierarchy_post
audit_pep_resource_resolve_hierarchy_pre
audit_pep_resource_stat_post
audit_pep_resource_stat_pre
audit_pep_resource_write_post
audit_pep_resource_write_pre

EVENT HANDLERS

Create
Write

Read
Replication
Unlink
Rename

Register

POLICY INVOCATIONS

1RODS_Policy_Example



https://unsplash.com/@lcaohoanq?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText
https://unsplash.com/photos/a-man-sitting-in-front-of-a-computer-monitor-S3jgTJ91pio?utm_source=unsplash&utm_medium=referral&utm_content=creditCopyText

| Yoda and Audit

Upload

am,
SURF Yoda (Surf)
You are viewing files in a web browser. For a better user experience we recommend that you
oda Portal open/map this location as a network drive using https://surf-data.irods.surfsara.nl/ as

location.
k . w Index of / on yoda
; Name Size Owner Last modified
- s dat. -fmtest02 2026-05-18 14:54
Welcome to Yoda! datammgmest@l a amanager' mtesf
[ research-audit-test/ research-audit-test 2026-06-19 16:02
Yoda is a share-collaborate environment for research data. E research-fmtest02/ research-fmtest02 2026-05-26 16:31

SR entianiieat aceeptunce [ research-normal-msd-sram/ research-normal-msd-sram  2026-05-20 16:01 &
[ research-sramclocktest2/ research-sramclocktest2 2026-06-16 16:40
[ vault-fmtest02/ vault-fmtest02 2025-12-24 12:23 l
/ ®

Yoda Portal Davrods iRODS




| Yoda Auditing Architecture

RabbitMQ

AMQP ver 1.0
messages

Audit Plugin

Each PEP sends a
message to the
RabbitMQ message
broker

3,

Logstash

Filters and sends logs to
OpenSearch

RabbitMQ message protocol
Filebeat compatible with ver 1
Transfers the log files to
Logstash

Logstash plugin
mismatch

Converter

Filters and writes
messages into log files.



Grafana Statistics

source ® DMS - SURF audit ~ I Filters

a combination of messages together
will be called one action

« (@ Last8days v » Q Q) Refresh ~ «g Share v m [& Exit edit

# uploads icommands # uploads (except icommands) # downloads

0 43 38

Uploads (except icommands) Downloads: top ten
/yoda/home/vault-tutorial-sup/historical-art-clot

fyodafhome/research-tutorial-unsup/Project Cli...

yoda/home/research-tutorial-unsup/Project JJT

|nf0 rmation scattered in m u Itip Ie : Y /home/research-tutorial-unsup/Project Ann...
messa ges . s y search-tutorial-unsup/Project Est...

/yoda/home/research-tutorial-unsup/Project Luc..
04 ):00 04/2 0 04/ 00 04/26 00 00:00 / 00 04/29 00:00 ch-tutorial-unsup/Ricarda Te
irods.len (sum) Total: 4.87 GB da/home/vault-tutorial-unsup/D: et of anti...

Uploads (icommands) Downloads: top ten Downloads

No data

4 Add panel < Group panels (3 Paste panel
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Future work

* (Capturing more actions

* Improving performance

e Making use of policy plugin
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