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Small intro

- University of Groningen:

- 0Old, very old: Founded in 1614

- 32,420-ish students, 9000+ internationals/127 countries

- Research in Energy, Healthy Ageing, Sustainable Society, Astronomy

- Home of Nobel Prize winners: Frits Zernike (1953), Ben Feringa (2016)
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- CIT:

- Old, very old: Rekencentrum started in 1953

- First HPC-computer: Zebra (zeer eenvoudig binair reken apparaat)
- Central IT for the University (CIT 270+ employees)

- Domain Infra, Domain Research, Domain Education

- Research: HPC, datamanagement
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- RDMS:

- 0Old, very old: iRODS community member since 2016

- We facilitate long term data storage (up to 10 years) for our researchers

- RDMS is a service: devops team 8 members

- data is replicated over 2 different sites across the town of Groningen (Zernike, Eemspoort)
- data-archive via Surf (2026, move old data disk -> tape)

irods@store (00) : ~$ iadmin lu | wc -1
1388 users
irods@store (00) :~$ df -h | grep irods

129.125.xxx.yyy:/rdms-prod0 793T
129.125.xxx.yyy:/rdms-prodl 718T
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iIRODS setup@RUG
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Ontopic: System monitoring
We have 2 options:

- monitoring via Nagios (system/and a bit
application-monitoring

- irods-prometheus-exporter/grafana (combination
system/application)
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Nagios monitoring
'old-school:

- basically crontab-fired check-scripts (so not really realtime)
- good for sending alerts/warnings via email
- check irodsevery 10 minutes:

- iRODS version (imiscsvrinfo)

- IRODS service (systemctl)

- IRODS heartbeat (MsgHeader Pl)

- stale delay server rules (igstat)

- possibly add other checks (e.g., ips)

example:

root@store-dev:/home/ger# /nagios/plugins/check irods
IRODS OK: VERSION: rods4.3.4, ACTIVE: iRODS daemon active,
HEARTBEAT: HEARTBEAT, DELAY QUEUE: O
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Nagios versus Prometheus (or why we have both)

Nagios:
- good for warnings/triggers via email (mostly about system-related issues)
- no trends
- no graphs

Prometheus:
- cool dashboards/fancy graphs (reporting)
- longer time trends
- good way to correlate (make visible) the relation between application and
system
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Small crash-coursel/intro prometheus-grafana:

concepts:

- exporter (runs on a system) exports metrics via http(s)

- prometheus (runs on a monitor) scrapes the metrics and saves it in a database
- alert-manager (runs on a monitor) can set/create triggers to alert

- grafana (read the metrics in the database)

- grafana shows the metrics via web dashboard
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1 picture says it all

slocks rdms-service-notifications

[ noo(e_.exporterJ

[irods_exporter]

=) =)

[ v\oo(e_exporte.r]

[ rabbitmq_exporter)

sysaolmin
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iIRODS Prometheus Exporter

« Lightweight Prometheus-compliant agent

« Python package irods-prometheus-exporter
* Runs as the iIRODS service account

« Configurable metrics monitoring

« Configurable agent

* Deployment agnostic
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IRODS application metrics

Basic server information

imiscsvrinfo (iRODS version, uptime, zone name)
IRODS client processes

ips (processid, user, zone, process, origin)
Delayed rules queue

iquest "[\"%s\"]" "SELECT COUNT(RULE_EXEC_ID)"
iquest "[\"%s\", \"%s\"]" "SELECT COUNT(RULE_EXEC_ID), RULE_EXEC_PRIORITY"

Benchmarking (timing)
iquest "SELECT count(ZONE_NAME)"
ils -d /rugZone/home/irods
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Automatic checksumming of ingested data

Delay queue size ©

5000 rules
4750 rules
4500 rules
4250 rules
4000 rules
3750 rules
3500 rules
3250 rules
3000 rules
2750 rules
2500 rules
2250 rules
2000 rules
1750 rules
1500 rules
1250 rules
1000 rules

750 rules

500 rules

250 rules

0 rules —_— W om
09:55 10:00 10:05 10:10 10:15 10:20 10:25 10:30 10:35
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Delayed rules queue profile

Delay queue size ®

150 rules
140 rules
130 rules
120 rules
10 rules
100 rules
90 rules
80 rules
70 rul 5
i Name Max Min
B Tles == Pr-1 29 rules 2 rules
50 rules w= Pr-5 20 rules  1rules
40 rules - Pr-7 2rules  2rules
== Pr-9 112 rules 1rules
30 rules
- Total 132 rules 4 rules
20 rules
10 rules . .
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iIRODS client processes
Based on ips iCommand

v |RODS client processes

Processes by client type

sython-irodsclient

.- ' ' ! | | | |

irodsDelayServer

imv
ils
ichmod
05:30 06:00 06:30 07:00 07:30 08:00 08:30 09:00 09:30 10:00 10:30
)
32

Processes by user

- | | | ||

B3BA12F1

A007C846
8B4FD571

29072A38
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05:30 05:45 06:00 06:15 06:30 06:45 07:00 07:15 07:30 07:45 08:00 08:15 08:30 08:45 09:00 09:15 09:30 09:45 10:00 10:15 10:30 10:45 11:00 115

11:00

Average process duration

8.3 hours
6.9 hours
5.6 hours
4.2 hours
2.8 hours
1.4 hours

06:00 07:00 08:00 09:00 10:00 11:00

Name Min Mean Last * Max

== Average duration 2.0hours 4.9hours 61hours 7.5 hours
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Integrating iRODS metrics with system

iRODS | irods-dev-system-metrics v Node exporter rug.nl:9100 v \ Client processes Al x

v Summary for .rug.nl

Uptime

5 hours, 5

Rods Zone Release version

devrugZone rods4.3.4

minutes

Delayed rules
S rules

Active users
1users

Total connections
1connections A 1 hour

Average connection duration

metrics

<« @ Last12 hours

v

x v || & ROMS dev | »

Q

) Refresh 10s v

Exporter version

0.2.2

ils -d
960 milliseconds |

rug.nl

Connection origins

iquest
1 origins

816 milliseconds
\doanl |

rods4.3.4
05:30  06:00  06:30  07:00  07:30  08:00  08:30  09:00  09:30  10:00  10:30  1:00  1:30  12:00  12:30  13:00  13:30  14:00  14:30 1500  15:30  16:00  16:30  17:00
v Host basics
CPU Basic O® Memory Basic © Network Traffic Basic © Disk Space Used Basic ©
100% 100%
8Gi8
80% 16b/s 80%
6Gi8

60% : 750 Mb/s g%

< 40%
a5 4GB 500 Mb/s

20%
S 2Gi8 250 Mb/s 0%
o - p— | 06:00 08:00 10:00 12:00 14:00 16:00
06:00 08:00 10:00 12:00 14:00 16:00 06:00 08:00 10:00 12:00 14:00  16:00 06:00 08:00 10:00 12:00 14:00 16:00
== Busy System w= Busy User == Busy lowait RAM Total == RAM Used == RAM Cache + Buffer == recv docker0 == recvens192 == trans dockerQ
= BusyIRQs == Busy Other = Idle = RAM Free == SWAP Used = trans ens192
Graf dashboard iversi £
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Future improvements

More metrics:

* Repeating rules in delayed queue
- Stale delayed rules metric (based on expected execution time)
« Simple iput/iget benchmarking
* Process origin resolution for known origins
Alerting:
* More alerts on iRODS metrics
Development:

« Use the python-irods-client in place of iCommands where applicable
* Open source and publish the irods-prometheus-exporter
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Thank you.
Questions?

by Ger Strikwerda, Luca Le Preux, John Mc Farland
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